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Release Note for Vigor2762 Series

Firmware Version: 3.9.9.6

Release Type: Critical — Upgrade immediately to address urgent security issues or major
system risks

Applied Models: Vigor2762, Vigor2762n, Vigor2762ac, Vigor2762vac

Vigor2762 series, the high speed router, are perfectly complied with VDSL2 environment including
Vigor2762n and Vigor2762ac for speed-wanted customers. With high throughput performance and
secured broadband connectivity provided by Vigor2762 series, you can simultaneously engage these
bandwidth-intensive applications, such as high-definition video streaming, online gaming, and Internet
telephony [ access.

New Features

® None.

Improvement

® Improved: Enhance SQLite 3.9.2 security by applying patches to address multiple known security
issues, including CVE-2018-20346, CVE-2018-20505, CVE-2018-20506, CVE-2018-8740,
CVE-2019-16168, CVE-2019-19645, CVE-2019-19646, CVE-2019-8457, CVE-2020-11655,
CVE-2020-11656, CVE-2020-13434, CVE-2020-13435, CVE-2020-13630, CVE-2020-1363],
CVE-2020-13632, CVE-2020-15358, CVE-2022-35737, CVE-2023-7104, CVE-2025-3277, and
CVE-2025-6965.

® Corrected: An issue where certain VolP/SIP attacks could cause the router to reboot unexpectedly.

® Corrected: An issue where the router could reboot unexpectedly under certain VoIP/SIP conditions.

Known Issue

® None.




File and Modem Code

Note: For DSL models, there will be two folders: STD and MDM. The files in MDM folder named folder

include different modem codes. If you're using a VDSL line, MDM firmware may brings out better

performance.

Available modem codes for Annex A/Annex B are displayed as follows:

®  'Vigor2762_v3.9.9.6_STD.zip" provides Annex A modem code 776d07_772801 & 774307 _77180],
and Annex B modem code 773306 _771502 & 773307 _771C02.

() "Vigor2762_v3.9.9.6_MDMI.zip" provides Annex A modem code 779517 _773F01 & 77B507 _77540],
and Annex B modem code 779B06_774F02 & 779B07_774C12.

[ ) "Vigor2762_v3.9.9.6_MDM2.zip" provides Annex A modem code 77B506 _775401 & 778C06 _773F0]1,
and Annex B modem code 779906 _774402 & 779B06 _774CO02.

[ ) "Vigor2762_v3.9.9.6_MDM3.zip" provides Annex A modem code 77C817_775A1 & 77C717 _775A1,
and Annex B modem code 77C717_775A12 & 779B07_774C12.
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